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EXECUTIVE SUMMARY

At each Audit Committee Members review the Risk Register for progress against
existing actions and to ensure that the Risk Register remains relevant to deal with the
corporate risks facing the organisation.

The Executive Commitiee are requested to note the contents of the Risk Register
and associated paper presented and approved at a meeting of the Audit Committee
held on 29 February 2024 (Paper AUD/144/24), and an oral update will be given at
the Executive Committee.

RECOMMENDATION

Members note: (1) the Corporate Risk Register included at Appendix
A to Paper AUD/144/24.

BACKGROUND

1 Risk management is one of the key internal controls for an organisation.
Members need to ensure that a sound system of internal control is maintained
and an annual review of the effectiveness of the system of internal control is
conducted to provide sufficient, relevant and reliable assurance to enable them
to authorise the signing of the Authority's Annual Governance Statement (which
is published with the financial statements).

2 The Corporate Risk Register has been revised for strategy, format, and content.
The strategy has been revised and updated twice since 2005 at the Audit
Committes (May 2010, Paper AUD/06/10 and June 2012, Paper AUD/30/12)
and was reviewed by officers and Members as part of a Risk Management
Workshop and was formally approved by the Audit Committee in June 2018
{Paper AUD/90/18). Subsequent to this workshop, a further workshop was held
in March 2022 and an invitation to attend was extended to all Members and the
strategy, format and content was reviewed again and was formally approved by
the Audit Committee in June 2022 (Paper AUD/126/22).

3  As part of the process it was noted that it will be the responsibility of the Audit
Committee as per its terms of reference to continue to monitor and review the
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Authority’s risk management policies and procedures which include the review
of the Authority Corporate Rigk Register (and any sub-Risk Registers) at their
programmed mestings. On completion of the meeting, the Audit Committee will
approve the Corporate Risk Register and present this to the Executive
Committee highlighting any changes or areas of medium to high risk that are of
concem.

CORPORATE RISK REGISTER

4

The Audit Committee approved the Corporate Risk Register at a meeting on 29
February 2024 (Paper AUD/144/24) — see Annex A to this report) and an oral
update will be given at the Executive Committee.

Any environmental, financial, human resource, legal and risk management
implications are covered in Paper AUD/144/24 attached as Annex A to this

report.

Author: Simon Clark, 01992 709 893, sclark@Ileevalleypark.org.uk

PREVIOUS COMMITTEE REPORTS

Audit Committee AUD/144/24 Risk Register 2023/24 29 February 2024

Audit Committee AUD/138/23 Risk Register 2023/24 21 September 2023

Executive Committee E/814/23 Rigk Register 2023/24 20 July 2023

Audit Committee AUD/132/23 Risk Register 2022/23 22 June 2023

Executive Committee  E/803/22 Risk Register 2022/23 23 March 2023

Audit Committee AUD/131/23 Risk Register 2022/23 23 February 2023

Executive Committee E/778/22 Risk Register 2022/23 20 October 2022

Audit Committee AUD/129/22 Risk Register 2022/23 22 September 2022

Audit Committee AUD/126/22 Risk Register 2021/22 23 June 2022

Audit Committee AUD/123/21  Risk Register 2021/22 23 September 2021

Audit Committee AUD/118/21  Risk Register 2020/21 24 June 2021

Audit Committee AUD/116/21  Risk Register 2020/21 25 February 2021

Audit Committee AUD/113/20 Risk Register 2020/21 22 October 2020

Audit Committee AUD/111/20 Risk Register 2020/21 25 June 2020

Executive Committee E/674/20 Emergency Budget 21 May 2020
2020/21

Audit Committee AUD/106/20 Risk Register 2019/20 27 February 2020

Audit Committee AUD/104/19  Risk Register 2019/20 19 September 2019

Audit Committee AUD/M01/M19  Risk Register 2019/20 20 June 2019

Audit Commitiee AUD/O7/19 Risk Register 2018/19 14 February 2019

Audit Risk Workshop 07 June 2018

ANNEX ATTACHED

Annex A Paper AUD/144/24
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Presented by the Corporate Director (S&L)

SUMMARY

At each Audit Committee Members review the Risk Register for progress against
existing actions and to ensure that the Risk Register remains relevant to deal with the
corporate risks facing the organisation.

At the Audit Committee in September 2023 (Paper AUD/138/23) Members approved
the updated risk management strategy and corporate risk register following the Risk
Management Workshop held on 22 March 2022. This workshop analysed and
reviewed the risk management strategy and corporate risk register in detail to ensure
that this committee could proactively input into, manage and monitor the register going
forward, with up to date risks identified that are relevant to the Authority’s business
over the coming years. This included some minor changes which were made to ensure
that the Authority Chair and Executive Committee are part of the approval process.

The risk management strategy and corporate risk register assists Members in their
consideration and approval of the Annual Governance Statement as a key part of the
financial statements. A robust risk management framework and register is one key
element of the Annual Governance Statement and a source of assurance for Members
in approving this statement year on year as part of the published accounts.

RECOMMENDATION
Members Approve (1) the Corporate Risk Register included at Appendix
A to this report.
BACKGROUND

1 Risk management is one of the key internal controls for an organisation.
Members need to ensure that a sound system of internal control is maintained
and an annual review of the effectiveness of the system of internal control is
conducted to provide sufficient, relevant and reliable assurance to enable them
to authorise the signing of the Authority’s Annual Governance Statement {(which
is published with the financial statements).

2 Regulation 3 of the Accounts and Audit Regulations 2015 requires that:



Annex A to Paper E/845/24
Paper AUD/144/24

“A relevant authority must ensure that it has a sound system of intemal control

which:

o facilitates the effective exercise of its functions and the achievement of its
aims and objectives;

¢ ensures that the financial and operational management of the authority is
effective; and

e includes effective arrangements for the management of risk.”

In this context “relevant authority” includes the Lee Valley Regional Park
Authority.

Each financial year the relevant authority must:

e conduct a review of the effectiveness of the system of internal control
required by regulation 3; and

e prepare an Annual Governance Statement - this statement must be
published together with the statement of accounts and the narrative
statement in accordance with regulation 10.

Assurance of the Authority’s internal contro! system is derived through the work
of the internal audit function (undertaken by Mazars for the Authority); and also
through the monitoring of processes put in place by management and other
external bodies including those around risk management and health & safety.
This provides evidence which allows the Authority to form conclusions on the
adequacy and effectiveness of the systems of internal control and also on the
efficiency of operations.

Risk management is not solely a focus on the finances of the Authority. The
scope of internal control spans the whole range of the Authority's activities and
includes those controls designed to ensure:

the Authority’s policies are put into practice;

the organisation’s values are met;

laws and regulations are complied with;

required processes are adhered to;

financial statements and other published information is accurate and
reliable; and

« human, financial and other resources are managed efficiently and
effectively.

The Authority approved a Risk Management Framework in April 2005 {Paper
A/3798/05). The Risk Management Framework and more specifically, the Risk
Register was developed by Members and senior officers under the guidance of
the internal auditors through a number of workshops and meetings. Members
have regularly reviewed the register at each Audit Committee, adding in their
own comments and improvements.

Since this time Members have consistently (and in depth) reviewed the
Corporate Risk Register and revised the strategy, format, and content. The
strategy has been revised and updated twice since 2005 at the Audit Committee
(May 2010, Paper AUD/06/10 and June 2012, Paper AUD/30/12). The strategy
was reviewed by officers and Members as part of a Risk Management Workshop
and was formally approved by the Audit Committee in June 2018 (Paper
AUD/90/18). Subsequent to this workshop, a further workshop was held in
March 2022 and an invitation to attend was extended to all Members and the
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strategy, format and content was reviewed again and was formally approved by
the Audit Committee in June 2022 (Paper AUD/126/22).

REVIEW OF THE STRATEGIC RISK REGISTER

8

10

11

12

13

14

15

The current Strategic Risk Register is reviewed by officers and Members on an on-
going basis and signed off at each Audit Committee.

Members last considered the risk register at the Audit Committee in September 2023
(Paper AUD/138/23).

Since the September Committee, officers have incorporated approved Member
revisions, reviewed the register, considered and added potential new risks and
updated the scoring. A summary of updates on Risks can be found in Appendix B
to this report.

A new Risk has been added to the register under Governance (SR5) called ‘Failure
for 2021/22 and 2022/23 accounts to gain audit assurance’ (SR5.3). See paragraph
15 and Appendix B to this report for detailed information.

The table below sets out the movement in managing the residual risks and sets out
a summary of the total notional score.

| Residual Risks

‘ Risk 24Feb | 24June | 22Sept | 23Feb | 22June | 21Sept | 29Feb
2022 | 2022 2022 | 2023 | 2023 | 2023 | 2024
0 0 1 1 1 1 1
15 18 21 17 16 165 | 186
8 | s 10 | 12 | 13 12 12
fToslRsks |23 | 26 | 32 | 30 30 28 29
Sodonal | 512 591 759 665 638 596 609

The key point to note since the last review of the Authority’s Strategic Risk Register
is the overall increase in the corporate risk register residual notional score. This is
due to the addition of a risk to the register. There was a reduction of 3 (three) points
across two Risk Areas (SR3.2 and SR4.3) which are outlined In the following
paragraph.

The specific changes to scores are outlined in the following table with the changes
to score from the previous paper and the reason for change outlined:

Risk LD. | Previous | Previous | Total New | New New Total | Changein
Impact Likelihood | Score Impact Likelihood | Score Score t/-
Score Score Score Score
SR32 | 6 2 12 5 2 | 10 | 2 |
SR4.3 | 8 2 16 7 1 7 9 |
' SR5.3 N/A N/A N/A 4 6 24 24 |
Total 13 |

Reasons for movements

SR3.2 Inadequate |.T. Infrastructure/ Systems/Data for new Leisure Services
Contract (LSC) - Greenwich Leisure Limited (GLL) had been using the Authority’s
phone system until they could get a suitable phone system for the venues within the
LSC. They have now moved to their own phone system. Having now operated the
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venues for over a year, all the IT systems being used by GLL have proven to be
adequate for operating our venues.

SR4.3 Failure of GLL to achieve 90% of income target in Year 1, resulting in
renegotiation of Year 2 Management Fee - Income levels in Year 1 sufficient that
renegotiation not required in respect of income for Year 2+,

SR5.3 Failure for 2021/22 and 2022/23 accounts to gain audit assurance — The
Department for Levelling Up, Housing and Communities (DLUHC) & National Audit
Office launched a consultation on 8 February 2024 into the process to address the
significant delays in the delivery of local authority audits. The DLUHC has suggested
that a backstop date of 30 September 2024 be put in place to conclude all
outstanding audits up to and including 2022/23. This date is being set to allow
auditors time to issue opinions. These may result in modified or disclaimed opinions
due to this backstop. There may be governance, reputational, and financials risk
associated with failure to secure full assurance, which in tum may result in additional
works required for future (2023/24 onwards) audits. The consultation also set out
realigning with existing regulations by 2026/27.

The situation is across the whole local authority sector, and not specific to the
Authority, although trust in Public Sector accounts may be reduced if a large number
of disclaimed/modified opinions are issued.

Early engagement will be essential once the consultation is competed to ensure full
assurance by backstop.

Ongoing review of all major projects

Buckingham Group Contracting Lid (BGCL) gave notice of intention to appoint
administrators on 17 August 2023 which was then extended on 31 August 2023.
This is not causing any operational issues as the building is complete. There is,
however, a snagging list, which BGCL had previously been working through, but has
not been fully completed. This is progressing well on site and is anticipated to be
completed by the summer. The Authority holds retention meney and has all sub-
contractor warranties in place and the project is therefore in a good overall position
despite the administration issue.

Regarding the LSC and the Authority’s tariff risk for utilities, the 2023/24 budget is
sufficient for current levels of consumption at known prices to October 2023.
Consumption has been reduced through more efficient management practices and
the initial LED investment at Lee Valley VeloPark. Further consumption reductions
from LEDs at Lee Valley Hockey & Tennis Centre, Lee Valley Athletics Centre, Lee
Valley White Water Centre and Lee Valley Riding Centre will further mitigate this
risk.

Within the September Risk Register repon, officers reported that the forecasts from
Laser suggest the tariff from October will be lower than anticipated; which was an
accurate forecast as the tariffs came in lower than what had been budgeted for.

Decisions taken to mitigate these risks will be approved by full Authority and
monitoring of these risks is taking place at Executive Committes, along with the
Senior Management Team and Heads of Service level.

The recommendations made by Mazars following their Risk Management audit will
form part of the annual review produced by Mazars.
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21 A verbal update will be presented at the meeting to advise Members regarding the
changes to the register which are in red font to indicate changes since the last Audit
Committee risk register paper.

ENVIRONMENTAL IMPLICATIONS

22 There are no environmental implications arising directly from the recommendations
in this report.

EQUALITY IMPLICATIONS

23 There are no equality implications arising directly from the recommendations in this
report.

FINANCIAL IMPLICATIONS

24 Revision of the Strategic Risk Register is a key element of this Authority’s system
of internal control that contributes to safeguarding the assets of the Authority and
its reputation for sound financial management of public funds. This is reflected in
the Authority’s Annual Governance Statement published within the annual accounts
and approved by this Committee.

25 Where actions require additional resources these will be identified and approved
through the normal budget setting/service planning and management processes in
accordance with Financial Regulations.

26  Utility costs are a significant risk that will have a material impact on the Authority’s
revenue outturn position. Officers will continue to monitor the tariff forecasts from
Laser.

HUMAN RESOURCE IMPLICATIONS

27 The additional human resource implications arising directly from this report have
been outlined within the risk register actions and can be met from existing employee
resources.

LEGAL IMPLICATIONS

28 There are no legal implications arising directly from the recommendations in this
report.

RISK MANAGEMENT IMPLICATIONS

29 These are dealt with through the main body of the report and through the revised
register. Continuing mitigation against these identified risks is demonstrated by the
proposed actions in the Strategic Risk Register as set out in Appendix A to this
report.

Author: Simon Clark, 03000 030 633, sclark@leevalleypark.org.uk
BACKGROUND REPORTS

Lee Valley Regional Park Authority Risk Management Strategy  June 2018
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2023/24 Corporate Risk Register — Authority

Buckingham Group Contracting Ltd

APPENDICES ATTACHED
Appendix A
Appendix B Summary of updates on Risks
Appendix C
strategy (June 2022))
ABBREVIATIONS
BGCL
LsSC Leisure Services Contract

GLL Greenwich Leisure Ltd
Department for Levelling Up, Housing and Communities

DLUHC

PREVIOUS COMMITTEE REPORTS

Audit Committee
Audit Committee
Audit Committee
Audit Committee
Audit Committee
Risk Management
Workshop

Audit Committee
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Audit Committee
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Executive
Committee

Audit Committee
Audit Committee
Audit Committee
Audit Committee
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AUD/104/18
AUD/101/19
AUD/97/19

Risk Register 2023/24
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Risk Register 2022/23
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Risk Register 2020/21
Risk Register 2020/21
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Risk Register 2019/20
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Paper AUD/144/24

Risk Scoring Criteria (extract from the approved risk management

21 September 2023
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Risk Register updates

Risk ID

Updates

SR2.1

Individual projects should be reviewed in line with financial requirements if |
they differ from Authority standard

"SR2.2

SR2.4

The LSC contract continues to perform well with phase 2 of its investments
around the LED light and the Health & Fitness offer at Lee Valley VeloPark
being implemented. The H&S and Grounds Maintenance (GM) contract are
performing well with an improved monitoring soft where of the GM contract
_now being fully in place.

| Ongoing review of all major projects. Buckingham Group Contractlng Ltd

gave notice of intention to appoint administrators on 17 August 2023 which
was then extended on 31 August 2023. This is not causing any operational
issues as the building is complete. There is, however, a snagging list, which
Buckingham had previously been working through, but has not been fully
completed. This is progressing well on site and is anticipated to be completed
by the summer. The Authority holds retention money and has all sub-
contractor warranties in place and the project is therefore in a good overall
position despite the administration issue. Regarding the LSC and the
Authority’s tariff risk for utilities, the 23/24 budget is sufficient for current
levels of consumption at known prices to October 2023. Consumption has
been reduced through more efficient management practices and the initial
LED investment at Lee Valiey VeloPark. Further consumption reductions from
LEDs at Lee Valley Hockey & Tennis Centre, Lee Valley Athletics Centre, Lee
Valley White Water Centre and the Lee Valley Riding Centre will further
mitigate this risk.

SR3.1

' SR3.2

Finance System upgrade delayed until June 2024. Project is being led by
Senior Accountant. New solution offered by One Advanced does meet our
requirements. Further development being done. Once Finance system has
been upgraded the risk can be moved to <> Tolerated. The current system
poses a risk to the Authority.

Server environment changes in progress, to make Data Centre the primary
location and Myddelton House the backup. This will improve resilience and
greater flexibility in terms of office space.

Physical servers at Data Centre to then be virtualised to cloud hosted.
MPLS contract in process of being renewed via procurement process.

| Greenwich Leisure Limited (GLL) had been using the Authority’s phone

system until they could get a suitable phone system for the Venues within the
Leisure Services Contract (LSC). They have now moved te their own phone
system. Having now operated the venues for over a year, all the IT systems
being used by GLL have proven to be adequate for operating our venues.

SR4.1

' SR4.2

| Levy of 3%.

Ongoing. The MTFP has being updated to reflect changes in inflation, impact
of service revision, and changes that directly impact revenue.

Continued monitoring of Income, Expenditure, and operational
capacity/usage.

Utility costs stabilising and expected to remain at similar level for next year.
Review of General Fund reserve balance, cash flow monitoring, and
inflation/rate change modeiling.

Capital spend profile updated for current programme delivery.
Members approved budget for 2024/25 with a below inflation increase to the

Insurance is arranged annually for period October X1 to September X2. )
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Liaison required with Insurance brokers with regards to any changes in
insurance cover and premiums.

Review of insurance property values, and insurable items, to ensure
sufficient arrancements/coverage

| SR4.3

Income levels in Year 1 sufficient that renegotiation not required in respect of
income for Year 2+

SR5.3

The Department for Levelling Up, Housing and Communities (DLUHC) &
National Audit Office launched a consultation on 8 February 2024 into the
process to address the significant delays in the delivery of local authority
audits. The DLUHC has suggested that a backstop date of 30 September 2024
be put in place to conclude all outstanding audits up to and including 2022/23.
This date is being set to allow auditors time to issue opinions. These may rasult
in modified or disclaimed opinions due to this backstop. There may be
governancs, reputational, and financials risk associated with failure to secure
full assurance, which in turn may result in additional works required for future
(2023/24 onwards) audits. The consultation also set out realigning with existing
regulations by 2026/27.

The situation is across the whole local authority sector, and not specific to the
Authority, although trust in Public Sector accounts may be reduced if a large
number of disclaimed/modified opinions are Issued.

Early engagement will be essential once the consultation is competed to
ensure full assurance by backstop.

SR7 1

| training session focusing on Ransomware done after Cyberattack on GLL.

Staff training provided to all staff on Cybersecuirty twice a year. Additional
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Risk Appetite

Risks are currently assessed using a 1-9 scale for both impact and likelihood. The
Authority’s risk appetite is then defined using the scoring matrix below.

9 36
8 : 32
7
6

Impact
L+ ]

! ---------

Likelihood

Those risks with a residual score in the green zone are generally considered to be managed
to an acceptable ievel and hence limited or no further actions would be expected.

For those risks with a residual score in the amber zone, the exposure is considered to be
partially acceptable. Further actions would be needed to lower this into the green zone,
although a decision has to be made as to whether this is cost effective, given that resources
are constrained.

Those risks with a residual score in the red zone are considered to have an exposure that is
at an unacceptable level and hence further actions are needed to lower this.

On some occasions a decision may be made to accept a higher level of residual risk,

although this will be subject to ongoing review and consideration at both Senior
Management Team and Member level.
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Scoring Criteria

Each risk is scored on the basis of the following criteria for impact and likelihood, both for
inherent and residual risk. Whilst the assessment remains subjective, these criteria serve as
a guide and are used to help ensure consistency in scoring across each of the risks
identified.

Impact Likelihood

1 No impact <1% likely to occur in next 12 months

2  Financial loss up to £1,000 or no impact 1%-5% likely to occur in next 12 months
outside single objective or no adverse
publicity

3 Financial loss between £1,000 and 5%-10% likely to occur in next 12 months
£10,000 or no impact outside single
objective or no adverse publicity

4 Financial loss between £10,000 and 10%-20% likely to occur in next 12 months
£25,000 or minor regulatory consequence
or some impact on other objectives

5 Financlal loss between £25,000 and 20%-30% likely to occur in next 12 menths
£560,000 or Impact on other objectives or
local adverse publicity or strong regulatory
criticism

6 Financial loss between £50,000 to 30%-40% likely to occur in next 12 months
£250,000 or impact on many other
processes or local adverse publicity or
regulatory sanctions (such as intervention,
public interest reports)

7 Financial loss between £250,000 to 40%-60% likely to occur in next 12 months
500,000 or impact on strategic level
objectives or national adverse publicity or
strong regulatory sanctions

8 Financial loss between £500,000 to £1 60%-80% likely to occur In next 12 months
million or impact at strategic level or
national adverse publiclty or Central
Government take over administration

9 Financial loss above £1 million or major >80% likely to occur in next 12 months
impact at strateglc level or closure/transfer
of business

18



